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A Risk-Based Approach to Achieving 
Audit Committee Effectiveness
By Jay C. Thibodeau and Thomas R. Packwood

How U.S.B. Holding Co., Inc. changed audit reporting to 
enable audit committee members to effi ciently review and 
monitor policy compliance.

The Sarbanes Oxley Act of 2002 (“SOX”) has 
fi rmly established the audit committee as an 
essential, responsible party for the integrity 

of fi nancial reports issued by publicly traded com-
panies. For example, under Section 301 of SOX, the 
audit committee is now “directly responsible for the 
appointment, compensation, and oversight” of all 
work completed by the audit fi rm hired by the com-
pany. In addition, the audit committee is generally 
responsible for monitoring and ensuring that action 
is taken on all complaints that are received through 
the whistle-blower process now required under 
SOX. If the dramatic increase in the audit commit-
tee’s responsibility were not enough to keep board 
members awake at night, the personal payments 
required by board members to settle shareholder 
litigation related to fi nancial statement frauds at 
Enron, WorldCom and Just for Feet most certainly 
will be. Investors have a right to expect that the fi -
nancial reports are reliable and, as a result, there is 
an expectation that audit committee members will 
be vigilant in ensuring that external fi nancial reports 
are complete and accurate.

Although charters for audit committees were in 
place before SOX, the charters underwent signifi cant 
revisions as a result of the new law and other regula-
tions. Today, audit committee charters are disclosed 
on the Web sites of publicly traded companies. In 
general, the charters are explicitly designed to com-
ply with the laws and regulations of all of the bank’s 
regulatory constituents (for example, SOX, New 
York Stock Exchange [NYSE]). Most charters start off 
with the purpose of the audit committee and often 
include the following standard responsibilities:

Oversight of the integrity of the financial state-
ments
Oversight of compliance with legal and regula-
tory requirements
Oversight of the independent auditors’ qualifi-
cations and independence
Oversight of the performance of the internal 
audit function and independent auditors
Oversight of the system of disclosure controls 
and internal controls regarding finance, ac-
counting, legal, compliance and ethics that 
management and the board have established

It is clear that effective oversight by the audit 
committee is vital to a bank’s achievement of its 
objectives. It is also clear that the increased respon-
sibility for audit committee members under SOX 
can be downright scary. Consider, for example, just 
one of the oversight responsibilities listed above (the 
integrity of fi nancial statements).

According to Section 204 of SOX, the auditing 
firm must report to the audit committee all “criti-
cal accounting policies and practices” and “all 
alternative treatments of financial information 
within generally accepted accounting principles 
[GAAP] that have been discussed with manage-
ment” as well as the “ramifications of the use of 
such alternative disclosures and treatments, and 
the treatment preferred” by the auditing firm. The 
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law clearly implies that the audit committee mem-
ber needs to understand the relevant accounting 
policies well enough to ask the right questions of 
the auditors. By asking the right questions, audit 
committee members are then able to demonstrate 
their competence to auditors, which helps to 
establish that the right tone at the top has been 
implemented by the board of directors. In so do-
ing, the audit committee is contributing greatly 
toward the establishment of strong entity-level 
controls at the company.

As can be seen, the word oversight is used 
frequently, but it is difficult to quantify and 
generally subject to interpretation. How much 
oversight is enough, and how should oversight 
be documented? Clearly, the banking industry 
would benefit from an efficient, effective and 
comprehensive approach that is designed to aid 
audit committee members as they seek to meet 
their fiduciary responsibility.

In this article, we present an approach that allows 
audit committee members to comprehensively as-
sess the risks facing the company and that may 
affect the external fi nancial reporting process via a 
risk management dashboard. We believe that our 
approach will help audit committee members meet 
their fi duciary responsibility and clearly demon-
strate to external parties that an effective tone at the 
top has been established. Importantly, an effective 

tone at the top is instrumental toward demonstrating 
SOX compliance.

In our view, board policies are generally the fi rst 
evidence of proper board of directors/audit com-
mittee oversight. As part of each board policy, the 
key business risks, fi nancial controls, safety-and-
soundness controls and performance benchmarks 
should be described in detail. A typical community 
bank has more than 80 individual board policies. 
One of the major challenges for board/audit com-
mittee members is that, once the policies have been 
established, how will they be effi ciently and effec-
tively monitored? 

Exhibit 1. Role and Responsibility of Management and the Internal Audit Department

The chief internal auditor, on a quarterly basis, 
will prepare and review with the audit commit-
tee and the board of directors a bankwide risk 
management report. This document will report 
identifi ed risks by each area of the bank (fi nance, 
loans, compliance, etc.), by high, medium and 
low risk; will provide a measure of current risk 
values against established bank parameters; and 

will include an explanation of risk exceptions by 
the respective department head.

While the role of the internal audit depart-
ment will be to prepare, gather, coordinate 
and independently review the submitted risk 
information, the ultimate responsibility for 
managing and addressing risk lies with the 
respective department head.

Exhibit 2. Risk Report Categories by Department

Branch Administration Loans
Compliance/Legal Marketing
Finance Operations
Human Resources Security
Internal Audit

Exhibit 3. Departmental Interview Questions

What areas and/or concerns keep you awake 
at night?
What can go wrong in your department or 
process?
What areas does the CEO regularly discuss 
with you?
What are the areas of regulator or auditor 
focus in your process?
What are the key benchmarks for your 
area?
What key risks and parameters are estab-
lished in your respective board policies?
What are your key industry benchmarks?

Exhibit 4. Color Codes for Risk Report

Red Signifi cantly below standard.  Corrective 
action necessary.

Yellow Acceptable but below standard.  Proactive 
early action necessary.

Green In compliance with standards.
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New York State–chartered community commercial 
bank established in 1969 with $3 billion in assets, 370 
full-time employees and 31 branches. 

A stated objective of the system is to optimize 
the time required by audit committee members to 
effectively execute their fi duciary responsibility. 
As such, the system was developed with a healthy 
respect for the time of audit committee members. 
Indeed, with the ever-increasing responsibilities of 
audit committee members, this risk assessment and 
management system must be viewed as effi cient by 
audit committee members to be worthwhile.

At U.S.B. Holding Co., Inc., the chief internal 
auditor is the project leader for the system, under 
the direction and supervision of both the CEO and 
the audit committee chair. Project ownership at the 
CEO and audit committee chair level is invaluable 
and critical to the success of the project. In our view, 
in order to successfully implement the system, the 
initial project tasks should include the following:

Define a risk management organization chart.
Define the role and responsibility of management 
and the internal audit department (Exhibit 1).
Review the organization chart to identify the 
department categories (Exhibit 2).
Interview all department managers to identify 
department risks (Exhibit 3).
Categorize identified risks as high, medium and 
low and establish benchmarks for each risk.
Consolidate the accumulated risk information 
into a combined report, using a red-yellow-green 
coding system, segregating each department 
and identifying risks as high, medium and low 
(Exhibits 4 and 5).

Once the initial process is completed, we rec-
ommend that the following quarterly reporting 
structure be instituted:

Send out an announcement memorandum from 
the internal audit department to each department 

Exhibit 5. Risk Report Example

Risk Parameters
Department Rating Risk Red Yellow Green Actual Code
Branch
administration

High Branch charge-offs for the quarter ≥ 20,000 15,000 <
19,999

≤ 14,999 3,386 Green

Finance High Net-interest income as a percentage 
of average assets

≤ 3.3 3.4 < 3.6 ≥  3.7 3.49 Yellow

Compliance Medium Months since last board approval 
of the compliance program

≥ 25 16 < 24 ≤ 15 4 Green

Exhibit 6. Analytic Review Procedures

High-risk reds for this quarter
High-risk yellows for this quarter
New reds for this quarter
New yellows for this quarter
Previous quarter reds upgraded this quarter
Previous quarter yellows upgraded this quarter
New risks added, previous risks deleted 
and changes to risk parameters for this quarter

Risk Assessment and 
Management at U.S.B. 
Holding Co., Inc.

In fact, the regular monitoring of policy compli-
ance at the audit-committee level is an example of 
an important entity-level control as defi ned under 
the Public Company Accounting Oversight Board’s 
(PCAOB’s) Auditing Standards No. 2, An Audit of 
Internal Control Over Financial Reporting Performed 
in Conjunction with an Audit of Financial Statements 
(AS-2), and AS-5, An Audit of Internal Control Over 
Financial Reporting That Is Integrated with an Audit of 
Financial Statements. It is with this background and 
challenge that U.S.B. Holding Co., Inc., developed 
its risk assessment and management system.1 

U.S.B. Holding Co., Inc., is a Delaware corporation 
incorporated in 1982 and registered as a bank hold-
ing company under the Bank Holding Company Act 
of 1956. The company is headquartered in Rockland 
County, New York, and provides fi nancial services 
through its wholly owned subsidiary, Union State 
Bank. The company has been subject to Section 404 
of SOX since 2004 (accelerated fi ler), and the bank 
has been subject to the FDIC Improvement Act of 
1991 since 1995. Union State Bank is a full-service 
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containing (1) the prior quarter’s report; (2) request 
for new data; and (3) an inquiry about new risks.
Ensure that all data that is submitted by each 
respective department 
flows back directly to 
the internal audit de-
partment.
Compile data into 
a combined report, 
which is then reviewed 
and evaluated for 
quality by the internal 
audit department.
Compare data to es-
tablished benchmarks. 
Items below standard 
(red, yellow) require 
a written explanation 
and action plan by the respective department.
Review and analyze risk items compared to 
the prior quarter (should be completed by the 
internal audit department) (Exhibit 6).
Review the combined report with the audit com-
mittee on a quarterly basis.

Audit Committee Tools 
Must Be Practical

The risk assessment and management system de-
scribed in this article is a practical and effi cient tool 
that can be used by audit committee members to 
help demonstrate that they have met their fi duciary 
responsibility to shareholders. Importantly, the 
tool helps to satisfy both business and regulatory 
requirements. The combined report identifi es and 
monitors more than 250 risks. The comprehensive 
nature of the report enables board and audit com-
mittee members to effi ciently review and monitor 
policy compliance, areas requiring additional focus, 
areas requiring follow-up questions and explicit 
action plans.

Beyond the original goal of developing an effi cient 
method for audit committee members to oversee the 
risk management process within the organization, 

several notable process 
improvements emerged 
after the system was im-
plemented:

Department managers 
have a performance-
measurement system 
and a mechanism for 
communication, mon-
itoring and training 
staff members.
The audit commit-
tee receives a formal 
quarterly performance 
report evidencing over-
sight of the internal

audit department. This is an important consid-
eration in the external auditor’s assessment of 
entity-level controls.
The internal audit department has a continuous 
auditing tool that ultimately helps to mitigate 
audit sampling risk.
The risk report provides concrete evidence to 
external auditors of a strong entity-level control, 
which helps to reduce the nature and extent of 
audit testing that is required to be completed by 
external auditors under Section 404 of SOX.

Overall, the system has been extremely well 
received by executive management, the board of 
directors and the audit committee. We urge you 
to consider a risk management dashboard at your 
own bank. 

Endnote
1 On February 28, 2006, Thomas R. Packwood was granted a 

U.S. patent, Union State Bank as the assignee, for the busi-
ness process entitled Risk Assessment and Management System 
(Patent No.: 7,006,992 B1).
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